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What is phishing?

3 tips for identifying phishing attempts

If you have any doubts about the message,
find out more

You've been a victim of a phishing attempt!
 Don't panic and act promptly.

Have you received a suspicious email that looks like it is from Aruba? 

For more information, visit:  https://aruba.it/en/security/protect-yourself-from-online-scams.aspx

Phishing is a digital scam primarily 
based on sending emails or 

SMS messages that are intended 
to steal confidential data and

sensitive information from users.

These messages look like they are 
from reliable sources as they 
include logos for well-known 

companies, banks or even 
public bodies.

Check the information that you have received
 via your online account with the company or

 organization from which you received 
the message.

Warn the company or organization 
that the phisher has hidden behind 

so that they can take action.

Contact your bank. If your bank 
details have been stolen, block the 

services involved and contact
 your bank.

Change your passwords 
immediately if there has been any 
unauthorized access to websites.

Check to see if it's a phishing email here: https://guide.aruba.it/en/announcements.aspx 
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Look at who actually sent the email

Check the addresses of any links that it contains

Read carefully to see if it is written in an 
unusual way and contains mistakes


